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TMHMA
MHXANOPTANQEHE TEXNIKEY ITPOAIAT'PA®EX
MPOIZTAMENOX
Tedpyrog Moamadnuntpdmovrog
Ema"_gg%ig}g;?fhggeyap o Ol TpodLaypapES aPpopovV EPAPLOYES ACPALELNS OEOOUEVMV TTOV Elval avaykaio
george papadimitiopoulos iy g gykotaotafovv otov pnyavoypapikd eComhopd g AEYAIL mote va emttevydel
KoTdAANAO eminedo aoc@diewng ywoo TV ovuudpeworn mpog tov I'evikd Koavoviopd
[Ipoctaciog Asdopévov.
A. YILOXTHPIZEH E®APMOTI'QN — ESET Antivirus & Safetica DLP
| 1. | Evnuepwoeig Epapuoymv (24mpn kdAoyn/365 nuépeg)
AHMOTIKH 2. | Yroompi&n Xpnotov
3. | Exidvon IpoPinudrov (24mpn kdAoyn/365 nuépeg)
4. | IMapakorovOnon Amdooong
ENIXEIPHEIH 5. | Mnviaieg Avapopéc Acpdielag

B. IPOAIATPA®EYX EOAPMOI'HE AITIOTPOITHX AITIQAEIAX
AEAOMENQN - Safetica DLP

YAPEYZIHE [Na v amopuyn AoavOaopéEvov 1 TPOGYESICUEVOV  OlOPPODY  OESOUEVOV,
1.1 | mpoceépetar AOYIGHIKO €QPAPUOYAG TOMTIKOV OCQOAEWS OTO TEPUOTIKA TOV
ypnotwv (Data Leak Prevention)
1.2 | Safetica DLP
YrnootpiEn yia t1g €ENG TAATQOPLEG:
13 |- YnrootpiEn Windows 7, 8.1 kot 10
' - Microsoft Windows Server 2008R2, 2012(R2), 2016, 2019
NATPAS - YroompiEn MS SQL 2016 database server kot vedtepo
1.4 | Integration pe Microsoft Active Directory
- 15 Noa punv amotteiton ayopd AOYIGHIKOD TPITOV KOTAGKELOGTY Yo T1 ALTovpyio TOv,
' .Y Y10 BAGEIC OEOOUEVOV KAT.
2 E&eidikevpéves Amantioeis

ATNOXETEYZHZ

2.1 | YroompiEn Microsoft terminal server

2.2 | [Ipocappociun Kevipikn koveoAa dtoyeipiong

[Tpocapudoipo dwoidpota tpoécPfacng oe avagopés, pvbuicelg ko dwoyeipion

T 2.3 . ,
SIKOOUATOV TOV OLOLYEPLOTOV
A Aupciov 48 24 AvvatdmTo  OmOKPLYNG  EYKOTACTAONG KOl OlEPYOoI®V  amd  YPNOTES Kot
OLOYEPIOTEC
- 25 [Ipoctacio teppaticpod depyosiog Tov AOYIGHKOD TPOGTOCIaG amd YPNOTES M
" ' JOYEPIOTES

2.6 | [Ipootaciog avemBOuNTNG AMEYKATAGTAONC TOV AOYIGUKOD TPOGTACTOG

TnA.:2610.366.100 2.7 | Avvorotnta amotponhg EvapEnG TOL GLGTHLOTOS GE OCPUAT AerTovpyia

28 H mpootacio va woyvel akdpa ki dtav to tepuatikd givar offline, 1 cuvdedepévo
Fax:2610.325.780 o€ GALO JiKTLO

29 H ocovita va dwbétel evoopotopévn duvatdtto backup otoyeiov epoppoyng,
KOTOYPOP®V KO TOV TOATIKOV

2.10 | Ewomnoinon pe email oe nepintwon couPdviov, pe duvatdotnra pOOuiong eximédon

Email: info@deyap.gr
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TMHMA
MHXANOPIANQEZHE evaoOnciog Kot 1610TNTOV CLUPAVTOV
POIETAMENOE 211 Anocsrrokﬁ qva(pop(bv ue em:flil pe SUV(XT(')’E’T]’E(X napauerp@oincmg oe TANPES
Fsu’»pv;;;X Hamadnumpdnovios Babuod (mocdtnTo TANPOPOPLAOYV, ¥PNOTES, GLYVOTNTO OTOGTOANG, TOPOUATTTES)
gfo”r‘éé'piﬁ?d?r‘ﬁﬁiﬁéﬁﬁ.i?éiﬁay‘;ﬁ | 2.12 | Avvatdtta omooToANG KOToypae®Vv o€ cuotipata SIEM
213 Noa mopéyer epyoreio mAnpoeopnong (Kovoora) Yo mopakoAovONcn avapopmv
' amd YPNOTEC YMPIG SIKAIMULOTO, SLYELPLOTT
3 Anartoeic EAéyyov Ac@direrog - IIAnpopopnong
Agmtopepng TANPOEOPMNON Yo TOV ¥POVO EKKIVIONG EQUPUOYDV, KaBDG Kl TOV
3.1 | evepyd ypdévo ypnong tovg. Ot €QapproYEC VA KOTNYOPLOTOOUVTOL OVAAOYO TOV
TOTO TOVG Y TayVTEPT 0EOAOYNON
[TAnpo@dpnon GyeTIKd pe ToV evepyd YPOVO XPNONG LOTOCEAID®Y, [Le AETTOUEPN
39 nAnpoedpnon oxetikd pe o URL, mpwtdkoAilo kot TitAo 16T0ceMOaG, avesdptnTa
AHMOTIKH and TOV TOMO QUAAOUETPNTH TOL ypnoipomoteitat. Ot  16T00EADEG Vo
TAPOLGLALOVTOL KOTYOPLOTONUEVES OVAAOYQ LE TOV TOTO TOVG
3.3 | Avvatdtmra eEayoyng avapopmv oe XLS, PDF
AvvaToTnTo KOTOYPOPNC OTOGTOANG OpYEi®V HECH TAONG PUOEWMS AOYIGUIKOV
ENIXEIPHIH 34 email client ko instant messaging
35 AenTopepng TANPOPOPNON Yo TNV YpNon apyeiomv, my. molog Ypnotg dvoile,
' avtEYpoye, S1EYPOYE TO aPYEL0 Kot 0md TOv
YAPEYEHEZ 3.6 | Kataypapn apyeiowv mov ektumdOnkoy
3.7 | YroompiEn POP3, IMAP, MAPI / Exchange protocol kafamg kot SSL encrypting
38 H oovita va mopaxorovBel kdabe eidovg email client, mwy. MS Outlook,
ATO HE ' Thunderbird, k\An
3.9 | Kataypaoen kivioewv HTTP xoaw HTTPS pe xé0e eidovg puiiopetpnt
ApaotnplotnTa TEPUATIKDOV:
310 | Kotaypaen ekkivnong/teploticpov vToloyiot
NATPAZ ' - Kataypagn £166000/e£0000 AOYOPLOCUMY DTOAOYIOTN
- Kazaypaogn Aeitovpyiag sleep/wake up
311 ApaotnplotnTo O1KTLOV:
' - Kataypagn dykov aneotoluéEvov/ANedévioy dedousévmv
3.12 | Avvatdtnta mapakorovdnong apyeiov oty vanpecia Office 365
4 AvvaTéTNTES KOTNYOPLOTTOinog / evpeTnpioong
41 Koatnyoplomoinon apyeiov pe Pdon v tomobecio tovg, eite eivor tomkn M
' JIKTLOKN
4.2 | Katnyopromoinon apyeimv mov eEdyovtal oamd Web spappoyéc, m.y. Intranet site
Acti Aupciov 48 43 Iéglgnyoplonoincn apyeiov mov g&dyovtar and Windows epappoyéc, m.y. covita
, Aviyvevon apyelov mov mepEyovv evaioOnteg mAnpoeopies, Onwg oplBuovg
o T 4.4 ToTOTIKOV Koptdv, IBAN, apBudo AMKA «kin
45 Avvototnto opiopov keywords 1 regular expressions yiwo tnv kotnyoplomoinon
TNA.:2610.366.100 ' apyeiov
5 AvvaToTNTES TPOGTOGIOG
Eay 2610 325 780 Metd v katnyoplromoinon evaicOntomv dedopéveov va umopel vo TePLopioTel M
51 petaxivnon kot n emneepyacio avtov. TLy. emrpenduevo pé€oa yio PETAPOPES,

EMTPEMOUEVEG 10TOCEAMOES YlOL LETOPOPTMOT), EMITPENTOUEVOL TOPOANTTEG email,
EMUTPENOUEVA AOYICUIKE ETeEepyaciog
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AvvatOTNTO OPIGHOL TOMTIKMV Y10 CUYKEKPIUEVEG EQOAPUOYEC T TNYEG, T.Y.
OLYKEKPIUEVA OEOOUEVO, TPOCPAOT GE EEMTEPIKEC GLOKEVES, OIKTLO
53 AvvatodTTeG €QOPUOYNG KOVOVOV o€  Agttovpyion OOKIUNG, evnuépmong N
' OTOTPOTNG
r ATOTPOTN EVEPYEI®V GE OpYEln, OTMOC AVILYPAPY], LETOKIVION, LETOPOPTOOT] GTO
5.4 | Web, oe FTP, oe ewtepikn] GLoKeELT, HE avOo@OPE TNYNG KOl TPOOPISHOV, TN
ddpour, TUTTO GLGKEVDOV
5.5 | Amotpomn avirypaeng péow clipboard ko screen capture
Kpuvntoypdonon:
56 |- Avvatdomnta Full Disk Encryption péocw BitLocker service, 6mov avtd elvon
' dwbéopo
- Kpurroypdonon dickwv USB Flash péow BitLocker
Device Control:
- Olkog mepropiopdg oe ovokevég USB, firewire, kdpteg pviung, LPT, COM,
5.7 | Bluetooth, CD, DVD, Blue-ray
- Avvatotmta read-only Aertovpyiog CLGKELAOV
- Kataypagn cuvoésemv eEOTEPIKOY GUOKEVADV
58 Avvototnto  application control vy v omotpomn] €KTEAEONG OPIOUEVOV
' KOTNYOPLDV AOYIGUIK®V
59 Avvototnto Web control yio v amotponn) enicKEYNG 6€ OPIGUEVES KATIYOPIES
' 10T0GEMO®V
5.10 | Avvatotnroa print control yio mpocappoyn opiov ekTHn®ong 6g YPNOTEG

C. MIPOAIATPA®EX EOAPMOI'HEX KPYIITOI'PA®HXHX
ESET Endpoint Encryption Pro Edition

Epappoyn xpumroypdenong mov mopéyel TANPN OTOUOKPVOUEVO EAEYXO TV
KAEWIOV KpLmToypdonong twv endpoints kot Tng TOATIKNG acPoAEiog Yo apyeio
o€ OKANPOUG OIOKOUG, @OPNTEG GLOKELEC KOl UNVOUATO  MNAEKTPOVIKOD
Tayvdpopeion Tov eEacparilet:

o  Mndevikéc mapaPidoeig dedopévaov

o  YVUUOPPOOT LLE TIG OTOLTICELG

e AdidAeuntn kpuTTOYPAONON

To ESET Endpoint Encryption pmopei va dtoyeipileton GLGKELES OTOVONTOTE GTOV
koopo yopig va amoutet VPN 1 efopéoeig oto firewall. H dwoyeipion
mpaypatonoteitor ypnowwonoliwvtag ovvoeon HTTPS, kobiotovrog eopetikd
€0KOAN TNV €yKOTAOTOON KOu TN pPUOUICT GE EMXEPNOE®Y OTOLOVONTOTE
peyébovc. EmmAéov H gpappoyn mg kpumtoypdonong eivor amoAdtoe Stopavig
Yl TOVG YPNOTEG Ko dev amantel Kapio gvépyeta ek pépovg tove. EmmAiéov, dev
vrdpyel emmAéov kO60Tog Yo to  Tunuota 1T, xebdg ko wapion avaykn
EKTOIOEVONG TV YPNOTOV.

To ESET Endpoint Encryption eivor miotomomuévo wata FIPS 140-2 pe
kpurroypdonon 256 bit AES. H kpuntoypdonon vrootmpileton oe Windows 10,
8, 8.1, 7, Vista, XP, xou Server 2003 — Server 2016 ka1 iOS.

D. TIPOAIATPA®EYX YITHPEXIAY EAAXIZTOIIOHXHX NEQN

AIIEIAQN
ESET Dynamic Threat Defense

Ynnpeoia eni minpoun mov mapéyeton and v ESET. Xkomdg g elvar va

( . )
1 ¢ )
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MHXANOPTANOQZHE npocBéoel éva eminedo mpootaciog mov €yl oyedotel €WOWwKd Yoo TNV

) elaylotomoinon TV VE®V omEM®V Tov KukAoeopolUv. Ta vmomta apysio
Mpggﬁﬁgﬁi?fwm vroBdArovion avtopata oto cloud tg ESET. Zt0 cloud avaidovror amd tovg
Ema":gg%i‘e‘rli‘;;?fhl@zgeyap'g TPONYUEVOLG UNYAVIoCUOVS aviyvevong KakOBovAlov Aoyiopikov. O ypnotng mov

george.papadimitropoulos @deyap. napelye to delypa Oa AaPel o ava@opd CLUTEPLPOPES, 1) OTOld TPOGPEPEL il
TEPIANYN TNG CLUTEPLPOPAS TOV TOPATNPNONKE GTO OETYULAL.

Ta apyeio pmopovv va vrofAnBodv un avtopato 1 ovtopoata pe Pdon ™

2. { dwopdpemwon moArtikng. H pn avtépoatn vmoPoir) apyeiov ektedeitar amd tnv

Kovoola dtadiktvov ESMC 1 and tovug vmoloyiotég mehdteg pe evepyd mpoiov

acearelag ESET kot v vanpecia ESET Dynamic Threat Defense.

«Q
=

- E. IPOAIATPA®EYX EOAPMOI'HXE ITPOXTAXIAX I'TA

ENDPOINTS KAI FILE SERVERS
AHMOTIKH ESET Secure Business

[Tpng cvvdvaotikn Avon mpootaciog Yo endpoints ko file servers. Ot amethég
OV HETASIOOVTAL HECH MAEKTPOVIKOD TOYLOPOUEIOV UTAOKAPOVIOL GTO EMIMESO
EMIXEIPHEH tov server. [Ipoceépet ta mapakdto:

11 e [lIpoctacia evavTio o€ GTOYEVUEVEG OMEILES

e [Ipooctacia ond To ransomware
o [IpoAnyn embBécemv mov deV YPMNGILOTOLOVV apyEia
YAPEYZHZ e Ilpoctacio email gateway
e Amopoakpucopévn dlayeipion
Ot Moeig mpootaciog endpoint tng ESET a&lomotovv molveninedeg texvoroyieg o
ATOXETEYZHE 12 po Svvapukn woppomio. Ot on-premise ko off-premise Avoeig pag e€ilcoppomotv

oLVEY(MG TNV amOO0GT, TNV AVIYVELCT UE EAGYIGTO GOUALOTOL.

[Mapéyxet mponyuévn mpootacic c€ OAOVG TOVLG OIKTLOKOVS ATOONKELTIKOVE
YDPOVC, YEVIKOVS SLOKOUIOTES Kol SOKOUOTEG TOALATA®V yproewv. EEacpaiilet
NATPAZ 13 ™ otabepn] Asrtovpyio TV servers ympig ocvykpovoels. EAloyiotomotel Tig
EMOVEKKIVIGELS KOl TNV €U@avion moapabopov cvvimpnong e€acoaiilovtag v
- OTPOCKOTTY AEITOVPYIN TG EMLYEIPNOTG.

To ESET Mail Security ¢@uitpdpet OAo T ovemBOUnNTo Kot 10 KOKOBOLAW
TPOYPAULOTO TPOTOV PTAGOVV GTO YPOUUATOKIPOTIL TV ¥pnotev. Boaciopévo

14 oV amodedetypévn teyvoroyio NOD32, 1o ESET Mail Security givot puo mpo
YPOUUY GLUVVOG TOV GUUTANPMOVEL TNV ACPAAELL TOV OIKTOOL GO,
15 [Noa mv =mpooctacioc amd KokOPOLVAO AOYISHIKO OTO TEPUOTIKA KOl TOVLG
. ' e&umnpentéc Tov £pyov Ba TpoceepBolv adsiec ESET Endpoint antivirus
Ymoompién vy 1 €€ng  mAOTQOPUEG  AETOVPYIK®V  GLOTNUATOV:
Aty Aupaiwv 48 - Microsoft Windows XP, Vista, 7, 8, 10
16 |- Microsoft Windows Server 2003(R2), 2008(R2), 2012(R2),2016,2019
, ' - Linux pe kernel 2.6.X kot vedtepa
263 33  Ndrpa - Mac OS X
- Android 4 1 vedtepo
TnA.:2610.366.100 2 E&e1dikevon Tov amort)GEQV TPOGTAUGIOG
21 Avvatotro aviyvevong kot kabopiopod OAOV TOV TOTMOV OTEWAGV: Vviruses,
E o 2610.325 780 ' trojans, dialers, spyware, jokes, hoaxes
29 Avvatotnrto avTtORATNS aviyvevons & Kabopiood TV TPoavaPePHEVI®OV ATEIADV
O€ TPOYUOTIKO YPOVO
Email:info@deyap.gr 2.3 | Avvarotnta emhoyng oviyvevong malware oe diktvakég tomobeoiec, on-demand
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MHXANOPT'ANQEHY K01 G€ TPOYHATIKO ¥POVO
POIETAMENOE 24 Na nqpéxswt cloud reputation database ywo apecOTEPN MPOCTAGIO OO VEEG
o umoiké - .
Email: computerisation@deyanyy o - YroompiEn teyvoroyiov Advanced heuristics/ DNA/Smart Signatures 7y
george.papadimitropoulos@deyap.gr - < SVVOTOTNTO AViYVELONC GYVOGTOV 1OV
2.6 | Avvatotnra yuo host intrusion prevention system
2.7 | H avavémon tov signature files va givat incremental
Avvatomto Rollback tov Signature Files oe mpormyoduevn £€kdoomn tov e
2.8 | tavtdYpovn TAHON TOV EVNUEPDOEMV, ETAELYOVTOS TO KEVIPIKA 1| amevbeiog amd
70 client
29 AvvatoTTo KOTERBAGLOTOS EVIIUEPMOEMV LE VEOTEPEG engines mov Ppiokovtal o
' SOKIUAOTIKO GTAS10, ETAEYOVTOG TO KEVIPIKA 1 amevbeiog amod to client
AHMOTIKH Avvototnto va uropei va yivel éva client update server yia ta vwoAoua clients tov
2.10 | dwetdov ywpig ™V €yKATACTOON TUAWUOTOG TNG KOVOOANG dloxeiptong 1 GAAov
eEmtepkon Software
2.11 | Avvatotmra yio SSL/TLS filtering ota ipotokorra HTTPS, IMAPS, POP3S

ENIXEIPHZH Avvotdtnto urhokapicpotog OA0V Tov celidwv tov Internet og éva client
Avvatomto eayoyng tov pubuicewnv evoc client oe apyeio kot glGoy®YNIg TOV
pvBuicemv og aAho client and 1o 1610 apysio.

YAPEYIHZ Na vrdpyer eveOUATOUEVT EQPOPULOYN TOL VO, KATOYPAPEL TNV KATAGTAGT] TOV
OLOTNHOTOG (EQAPUOYES, processes, services K.o) — Kotomy EVIOAG TOTIKA 1 omd
™V KoveOha - o pia ypovikn otiypn (snapshot) kot va amoBnkever ta
OTOTEAECUOTO Y10. CUYKPIOT] TOLG HE TNV KOTACTOON TOV GULGTHUOTOS O

ANOXETEYZHEZ S10QOPETIKA YPOVIKY GTIYUT.

[Tapoyn Bootable Media mov va mepiéyetl to antivirus MoTe va divel T SLuVATOTNTA
Y. KaBapiopd Tov GLGTAUATOG YWPIG Vo ¥petdleTon Vo EEKIVIIGEL TO AEITOVPYIKO
NATPAEZ OLOTNHA
3 ATOLTI|GELS ATOPNUKPVGUEVIIC KOL KEVTPIKNG OO EIpLong

Kevtpwn dwoyeipion 6Awv tov clients tov teppatikdy Kot servers

Yroot)pi&n TOAAOTAGV OHAd®MV KOl VTO-OUAO®V HE SVVATOTNTO EQAPLOYNG
SLLPOPETIKMV TOMTIKADV Y10 KAOE TEPITT™ON

Agrtovpyio TPOCOPIVIG ATEVEPYOTOINGNG TOMTIKNG ava client

Avvatomto yioo opddeg Owyeipiong pe Pdon WOOTNTEC VTOAOYIGTOV, T.Y.
avtouatn opadoroinon vroroyiotmdv ue Windows 10

Eykoatdotaon & oameykatdotoon g MPOoTociog HECH KEVIPIKNG KOVGOAOG
(Remote deployment)

Noa vrapxet - dvvatdtro eEoyomyng eviaiov TokETOL HE TO  TPOYPOLLLLO
TPOGTOGIOC, GUVOEGT SLOYEIPIONG, TOATIKES KOl TNV AOELD EVEPYOTOINGNG

Noa mapéyetar Eexwplotd epyoreio aviyvevone Tepuatik®y kol push eykoatdotaong
TOV TTOPOTAV® EVIOIOV TAKETOV

Emkowvavia tov client povo pe IP, dnAadn va dovAEyel 6€ TEPIMTOOELS OOV OEV
Vapyovv vanpeoieg ovopatodosioc (DNS servers)

No umopel va yivel avtOHOT OVIXVELOT TOV TEPUATIKOV TOv Ppiokovtal 6To
TOTIKO O1KTLO, aKOUA KL av avTd dgv aviikovy o€ Active Directory

No pmopet va yivel elcaymyf AoOTog TOV TEPUATIKOV TOV OIKTVOV WE TN YPNom
CSV apyeiov

H emxowovia tov servers kot tov clients va dtacporileton pécwm certificate
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MHXANOPTANOQZHE Noa pmopei va yivel evepyomoinon oe diktvo Ywpig ovvdeorn oto internet (offline
) activation)
IMPOIXTAMENOX )3 ’ r r r s ’ s
Fetpyioc Manadnumpénovios Na yivetoan evnuépmon and to Internet and kevipikd onueio, amd 1o onoio otnv
Ermail: cal: 201030642 ovvéyeto, Oa evnuepmBovv 6Aot ot clients tov diktdov
mail: computerisation@deyap.g|

george.papadimitropoulos@deyap.g
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To antivirus va pmopovv va. Adfovv signature files péow HTTP proxy cache, pe
AL TOLOTN TOPAKOUYT TOL GE TEPIMTMOOT OV JeV givor S1aB€CIUOG O Proxy server
Noa weprhoppdveror EAeyyog Kol €100TOINGCT Y10, TO OV VIAPYOVV EVIUEPMDOELS Y10,
TO AELITOVPYIKO GLGTNUA, KOOMG Kol 1 dvvaTdTnTa Vo d0Bel VIO evnuépmong
AEITOVPYIKOV GLGTNUOTOC

[MopakoAiovOnon O6Awv tov clients kot Topaymy reportS Kol CTOTIOTIKOV GE
moAAEG nopeég (Ilpoypappaticpéva emails, PDF, PS, CSV, Charts)

- Avvatomto eviaiog Kapovivag apyeimv mov aviyvevdnkav yio 6Ao to diktvo, pe

duvarotnteg TpoPoAirc clients ava amneidr, e€oywyn kot e€aipeon

AHMOTIKH O server dtayeipiong va pmopel va yivel €yKatdotoom Le TIG TopakiT® HeBddovg.
o) Avtopatoromuéva pe ™ popen Wizard
B) Xepoxivnta, eKTEADOVTOG AVEEAPTNTO TO TUNHOTO TG EYKATAGTAONG
v) Q¢ mpoeykateotnuévo Virtual Appliance pe Linux OS

ENIXEIPHEH H eykoatdotaon g Bdong dedopévov g Kovodrag Bo mpémel amapaitnta va
Yivetal 6€ €val VTOAOYIGTH] OTTOVONTOTE GTO EGMTEPIKO SIKTVLO TNG TONpiog Kol Oyl
o€ eEwtepikd diktvo 7.y. Cloud.

YAPEYEHZ Noa mapéyetal epyareio eAEYYOL KATAGTAONG 0OELDV Kot aplBuol EVEPYOTOGEMY,
KOO KL oV aVTEG EYOVV Yivel €KTOC NG KEVIPIKNG Kovoolag (Stand alone
EYKOTAOTAGELS)
No mopéyetar 1 dvvarotnto dwxeipiong Android kot iI0OS cvokevdv pEc® TG

ATNOXETEYZHZ idtog kovedrac (MDM)
No mapéyeton 1 dvvorotnto agentless npootaciog unyovnudtov ce meptBaiiov
VMWare yopig gykotdotoon AoyiopkoD antivirus 6to Aertovpykd cHGTNUE TOV
EIKOVIKOU UNYOVILOTOG

NATPAZ H &icodog otv kovooia dwoyeiptong va umopel va kKAeWwbel pe miotomoinon
dumAov mapdyovto (2-factor authentication)

Avvatomta eEaymyng tov logs kot events oe eEmtepicd cvotua Syslog/SIEM pe
Vv vrootpién Tov IBM QRadar
To pevod g kovodrag dwyeipiong ko tov antivirus yw ta workstations va

datifeton ko otnv EAANvikn yA®ooo
EIAIKOI OPOI

- 1. H mpounBevtpia Ba npémetl va mpookopicsl Befaimon — vrevrBovvn OMMAwon tov dpbpov
8 tov v.1599/1986 611 6100£TEL EKTOOEVUEVOVS TEXVIKOVG.

Axry - Aupaiov 48 2. H mpounbevtpro B mpémel va vwoPdiet etapikn mapovcioon 6mov O meprypdoeTon
0 TPOTOG OPYAVMOONG KOl AELITOLPYIOG TNG.

263 33 Mrpa 3. H mpounBevtpra Ba mpémet va d1a0étet Tig mapaxkdto motomooelg 1SO:
a. 1SO 9001:2015
b. 1SO 14001:2015
c. 1SO 27001:2013
d. 1SO 22301:2012
4. H mpounBevtpra Bo mpémel va mapéyel vanpecie ZVUUOPO®ONG UE TOV KOVOVIGUO
npoctaciog mpocomikdv dedopévav (GDPR) kot vo mpookopicel TovAdyiotov déka
(10) Bepordoeic 1 cvpuPdoeig avtictoyywv épywv oe Opyavicpovg Kot TOVAR(IGTOV

TnA.:2610.366.100

Fax:2610.325.780

Email: info@deyap.gr
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Vo (2) va apopovv AEYA.

MPOIZTAMENOX
Tedpyrog Moamadnuntpdmovrog
Tn\.: 2610.366.120
Email: computerisation@deyap.g
george.papadimitropoulos@deyap

=3

H mpounBevtpia 6o mpémer va mapéyer vanpeciec eykoatdotaong I1ISO 27001 yw
TovAdyotov oéka (10) €t xou vo mpookouicel tovAdyiotov tpelg (3) PePordoeic
avTioTOYY OV £PYOV.

H mpounBevtpia Bo mpémer va mapéyel vanpeoieg eykatdotaons 1ISO 27701 ko va
npookopicel Ttovddyiotov pia (1) BePaiwon vionoinomng.

AHMOTIKH

[Tpookdon YrevBuvng OMA®ONG TOL GUUUETEXOVTO POPER OTL OEV EUTIMTEL OTIG
TEPMTOGELS TOL GpBpov 73 map.1 kon 2 tov N.4412/2016 kan 6TL 68 TEPiNTOOGN TOV
avaoer el avaooyog Ko TPy TNV VIOYPUPT] TS oOupfacng 0o Tpookopiost:

0) 0TOCTTAGLA TTOLVIKOV U TPOOV,

B) mMoTOTOIMTIKO POPOLOYIKIS EVI|UEPOTNTOS KL

Y) TOTOTOMTIKO AGPUALGTIKIG EVI|HEPOTTOG

IHPOXOXH:

ENIXEIPHZH

YAPEYZHZ

ATNOXETEYZHZ

NATPAZ

» H npoc@opd apopd o 6HVvoro TV {NTodUEVOV EW0MOV.
» Maoadli pe mv teyvikn Tpoceopd va Katatedel pOAALO CUUUOPPOONS TPOG OLES TIG
TAPOYPAPOVG TV TEXVIKMOV TPOIYPUOOV pe idto oelpd Kot apibunon Kot pe

OVTIOTOU(EG TOPOTOUTEG GTO. prospectus TV omoiwv 1 kotdfeon givor

VROYPEMTIKT. AV TO £100¢ EKTPEMETUL TOTE TPEMEL VAL TEPTYPAPOVTOL AVOAVTIKE M
EKTPOTN N 1 GCLUPOVIOL YIO. Vo, GYNUOTICETOL UE GOENVELDL 1 YVOUN Y. TNV
nepottépm extipmon. H pun katdbeon tov @OALOL GUUUOPPMOONG GUVETAYETAL TOV
ATOKAEIGHO TOL dayviLopevov. OAeg ot TEYVIKEG TPOSLUYPAPES Vol amonTnTEéG

Kol €L TOWNG OMOKAEIGLLOV.

Akt Aupaiwv 48

263 33

Néarpa

TnA.:2610.366.100

Fax:2610.325.780

Email: info@deyap.gr
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K.A.E. 2021: 16.17.005.541

MEAETH

IIPOMH®EIA
AOT'IEMIKOY AX®AAEIAY AEAOMENQN

TIMH ANA | TYNOAIKH TEAIKH TIMH
HEPITPA®H TEMAXIA | o v10 TIMH @.ILA. ME®ILA.
YIIOXTHPIZEH E®GAPM OI'QN —
- |A ESET Antivirus & Safetica DLP 1 5.500,00 € 5.500,00 € 1.320,00 € 6.820,00 €
EGAPMOI'H AIIOTPOITHE
AHMOTIKH | | |A[IQAFIAY AEAOMENON — 160 5600€| 896000€| 215040€| 11.11040€
Safetica DLP
E®PAPMOI'H
KPYIITOI'PAOGHEIHE
ENIXEIPHZH C ESET Endpoint Encry ption Pro 5 36,25 € 181,25 € 43,50 € 224,75 €
Edition
YITHPEXIA EAAXIZTOIIOHZHZ
YAPEYSHE D INEQN AHEI{\QN 160 12,00 € 1.920,00 € 460,80 € 2.380,80 €
ESET Dynamic Threat Defense
E®APMOI'H ITPOXTAXIAX T'TA
E |ENDPOINTS KAI FILE SERVERS 160 19,00 € 3.040,00 € 729,60 € 3.769,60 €
ATNOXETEYZHE ESET Secure Business
19.601,25 € 4.704,30 € 24.305,55 €
NATPAZ
7 [Mérpa 1/2/2021
Axry - Aupaiov 48 O Ilpoiotapevog
Tpuqpotog Mnxuvqpydvo)ong/ /
- ) )
263 33 Mérpa = W —
“ / (—,/ /' P "_
7R 7 A
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MPOIZTAMENOX
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A. YIIOZTHPIZH EOAPMOI'QN — ESET Antivirus &  saah
Safetica DLP (NAV/OXD)

Evnuepmoeic Epapuoymv (24mpn kdioyn/365 nuépeg)

YroompiEn Xpnotov

Enidvon [poPAnudatov (24wpn kGAoyn/365 nuépeq)

[MopakorovOnon Amoddoong

SRR AN

Mnviaieg Avapopég Acpiretog
B. IPOAIATPA®EYXY EOAPMOI'HX AIIOTPOITHX ATIANTHEH

AHMOTIKH

ATIQAEIAX AEAOMENQN - Safetica DLP (NATOXD

o v amopuynq AavBacuévov 1 TPOGYESNGUEVOV dlapPPODV

1.1 | dedopévev, mPOCEEPETAL  AOYICUIKO  EQOPUOYNG  TOAMTIKOV

EMIXEIPHEIH acQalelog ota TepUaTiKd tov ypnotav (Data Leak Prevention)

1.2 | Safetica DLP

Yrootpi&n yia tig €€1G TAATQOPLEGS:

- Yrnootmpi&n Windows 7, 8.1 ka1 10

- Microsoft Windows Server 2008R2, 2012(R2), 2016, 2019

- YrnoompiEn MS SQL 2016 database server kot vedtepo

1.4 | Integration pe Microsoft Active Directory

ANOXETEYZHZ 15 No. unv omotteitot oyopd AOYIGHIKOD TPITOV KOTOGKEVAGTN Yol TN
' Agttovpyia Tov, T.y. Y10 BAcELS OEOOUEV®V KAT.

2 E&edwkevpéveg Arontyoeig

YAPEYZHZ 1.3

NATPAS 2.1 | Yroompi&n Microsoft terminal server

2.2 | IIpocappoociun Kevepikn Koveora dtayeiptong
2.3

[pocappdoya dikodpoato TpoOSPacns o avapopis, puiuicelg
KOl 0L EIP1OT OTKOUMUATOV TOV SLOYEPIOTMOV

Avvatdémto  amoOKpPLYNG  EYKOTACTACNG KOl OlEPYACIOV  Omd
YPNOTES KO OLOYEIPIOTES

[Ipootacio teppaticpod depyaciog TOV AOYIGUIKOD TPOGTACIOG
amd ypNOTEC N OLUYEIPIOTES

[Ipootaciag ovemBOUNTNG OMEYKATAGTOONG TOV  AOYIGHIKOD
TPOCTAGIOG

Avvatoémto amotpomng Evapéng TOL GLGTNUATOS GE OCQUAN
Agttovpyia

%3 3 Narpa 28 H npootacio va woydet akodpa ki étav to tepuatikod givar offline, 1
' GLVOESEUEVO GE AAAO BIKTVLO

H oovita vo owbéter evoopotouévny ovvatdtnta  backup
OTOLEIOV EQAPUOYNG, KATOYPOUPDV KOl TMV TOALTIKMOV

210 Ewdonoinon pe email oe mepimtwon cvupdviov, pe dvvoatdtta
Fax:2610.325.780 ' puouiong emmédov gvochnciog Kot WoThtev cuUPaviov
Amootoh]  ovoeopdv  pe  email pe o dvvatdOTTO
2.11 | mapopetponoinong oe mANpeg Pabud (moocdHtTa TANPOPOPLDV,
YPNOTES, GLYVOTNTO. ATOGTOANG, TAPUANTTEG)

2.4

2.5

2.6

Akt Aupaiwv 48

2.7

TnA.:2610.366.100 29

Email: info@deyap.gr
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MEAETH
IIPOMH®EIA

AOT'IEMIKOY AX®AAEIAY AEAOMENQN
AEYAN

TMHMA
MHXANOPTANQEHY 2.12 | Avvotdtmnta amoGToANG Kataypap®y o€ cvothuoata SIEM

POIETAMENOE Noa moapéyxer  epyodieio  mAnpoedpnong  (Kovooia) — yio

Fadproc Haadnumporouios 2.13 | mapakorovOnon avagopdv omd ypNoTeg YOPic  dKoOUOTO
Tnh.: .366. ,
Email: computerisation@deyap.g 610.)(81[)1(5’[1]

george-papadimitiopoulos@deyepy 3 Anartioeis EAéyyov Acpdirerag - IIinpopopnong

Aentopepf|g TANPOPOPNON YA TOV XPOVO EKKIVNONG EQOPLOYDV,
KaBdg kot Tov gvepyd ypovo yxpnong tovs. Ot gpapuoyés vo
KOTNYOPlOTOlo0vVTal avAAOYo, TOV TOUTO TOVLG Y10 TOYVTEPT
aflohdynon

3.1

[TAnpoedpnomn oyetikd e Tov evepyd ypOVO YPNONG IGTOGEAIO®V,
pe Aemtopepn mAnpopopnon oyxetikd pe 1o URL, mpwtdkoAilo ko
7] 3.2 | titAo 10TOGEAIDOG, AVEEAPTNTA OTO TOV TOUTO (PUAAOUETPNTH TOL
YPNOLOTOLEITOL. Ot 1otocehideg va  mapovostdloviot

AHMOTIKH KOTNYOPLOTOMUEVES 0VEAOYOL LE TOV TOTTO TOVG

3.3 | Avvatomta eayoyng avagopov o XLS, PDF

34 AvvatdTTo KaToypoeng OmOGTOANG apYEIV HECH TAOTG PVOEWS
ENIXEIPHZH ' Aoylopuk®v email client ko instant messaging

35 Agntopepng mANPOPOPNOT Yoo TV YPNON OpYEi®V, T.Y. TOL0G
' YPNOTNG GvoiEe, aviEypaye, O1EYPOVE TO apyEio Kot omd TOL

3.6 | Kataypaen apyeiov mov ektuormdnkov

YAPEYZHZ 37 YnoompiEn POP3, IMAP, MAPI / Exchange protocol xafd¢ kot
' SSL encrypting
38 H ocovita vo mopaxoiovBei kabe eidovg email client, m.y. MS
ATMOXETEYZHE ' Outlook, Thunderbird, kAn
39 Kotaypaer wwnoewv HTTP wou HTTPS pe «dBe &idovg
' (QUAAOLETPNTY
ApootnploTnTo TEPUATIKOV:
NATPAZ 310 |- Kotaypagn ekkivnong/teploTicod vToAoyiot)
' - Kataypaogn £166000/e£6000 AOYOpLacU®Y DITOAOYIGTN
B - Kataypagn Aeitovpyiag sleep/wake up
311 ApaoTnploTnTa H1KTVOV:

- Kotaypagn 6ykov anesToltéEvav/ANehEvioy dedouévmv

3.12 | Avvatdmrta mapakorovdnong apyeiov otnv vanpecio Office 365

4 AvvaToTNTES KOTNYOPLOTTOINGI)S / EVpETpiacng

- 41 Koatnyoplomoinon apyeiwv pe Bdon v torobecia tovg, gite sivon
' TOTIKN 1] OIKTLOKT

Akt Aupaiwv 48 4.2 Katnyopromoinon apyeiov mov e€dyovtar amd Web epoppoyéc,
' n.y. Intranet site

Katnyopromoinon apyeiov mov  e€dyovtar  amd  Windows

o 4.3 gQapuoyéc, m.y. covita ERP

44 Aviyvevon apyeiowv mov mepiEyovv gvaicnteg mAnpoopieg, dnwg
TnA.:2610.366.100 ' appovg motoTik®dv Kaptav, IBAN, apBué AMKA kAn

Avvozotnto opiopov keywords 7 regular expressions yw v

4.5 , ,
Kotnyopromoinon apyeimv
Fax:2610.325.780 Uk ’p Mo OP%; .
5 AvvaTOTNTES TPOGTOGIOG
51 Metd v Katnyoplomoinon evoicntov dedouévev va umopel va
Email: info@deyap.gr ' mepoplotel M petakivinon kow m  enefepyoacio avtov. TLy.

11
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AHMOTIKH

ENIXEIPHZH

YAPEYZHZ

ATNOXETEYZHZ

NATPAZ

AEYATIN

MEAETH

IIPOMH®EIA
AOT'IEMIKOY AX®AAEIAY AEAOMENQN

EMTPENOUEVO HLECO Y10 LETAPOPES, EMTPEMOUEVES 1IGTOCEADES Y10l
UETOPOPTMOOT, EMITPENOUEVOL TOPOANTTEG email, emTpendueva
Aoywokd eneEepyaciog

AvvoTdT T OPIGHOD TOAITIKMV Y10, CUYKEKPIUEVES EQOPUOYEC M|

Akt Aupaiwv 48

263 33  Ndrpa

TnA.:2610.366.100

Fax:2610.325.780

Email: info@deyap.gr

or 5.2 | myég, my. ovykekpyéva Oedopéva, mpodcPacn oe eEmTepikég
GLOKEVEG, OIKTLO
53 AvvotdTTeG  €QOPUOYNG  KOVOVOV o€  Agttovpyion  OOKIUNG,
' EVNUEPMONG 1] ATOTPOTNG
AToTtponn evepyELV o€ OpyEin, OT®G AVILYpOOr), HETOKIVION,
5.4 | petapoptoon oto Web, oe FTP, oe efmtepikn ocvokevn, pe
avaQOpa TNYNG KOl TPOOPIGLOV, T1 S10OPOLUT|, TOTTO GLGKELAOV
5.5 | Amotpon avtiypaeng pécom clipboard kot screen capture
Kpuntoypaenon:
56 |- Avvatomro Full Disk Encryption péow BitLocker service, 6mov
' avtd etvan dStobécipo
- Kpurroypdonon dickwv USB Flash pécw BitLocker
Device Control:
- OlMko¢ mepropiopdg o€ cvokevég USB, firewire, képteg pvnung,
5.7 | LPT, COM, Bluetooth, CD, DVD, Blue-ray
- Avvatdtta read-only Agttovpyiog cCLGKELOV
- Kotaypagn cuvdécenv eEOTEPIKMOV GLOKEVADV
58 Avvozotnto application control yio v amotpomn ektédeong
' OPIGUEVAOV KOTIYOPLOV AOYIGLUKOV
59 Avvozotnto. web control ywoo v amotpomn emickeyng oe
' OPIOUEVES KOTNYOPIES 1GTOCEAIS MV
510 Avvozotnto print control yio mpocappoyn opimv ekthnwong oe

PN OTE

C. IPOAIATPA®EY EGAPMOIHX ATANTHER

KPYIITOI'PA®HXHX (NAVOXD

ESET Endpoint Encryption Pro Edition
Epappoyn kpumtoypdenong mov mopéyel TANPY OTOUOKPLGUEVO
ELEYYO TOV KAEWIDOV Kpumtoypdonong twv endpoints Kot TG
TOMTIKNG oo@areiog yio apyeion o okAnpovg diokovg, QopNTéG

1. | OLOKEVEG KOL  UNVOUOTO  MAEKTPOVIKOL  TOoyvIpopeiov  mwov
eEaocparilet:
e  Mnoevikég mapafidoelg dedouEvav
o  YVUUOPP®OT LE TIG OTTOUTI|OELG
e AdidAeuntn kpuTTOYPAONON
To ESET Endpoint Encryption pmopet va dtoyepiletor cuokevég
OTOVONTOTE GTOV KOGHO Ywpig vo omattel VPN 1 eEapéoelc oto
firewall. H dwyeipion 7mpoaypoTomoleiton  yp1GILOTOUDVTOG
2. | oovoeon HTTPS, «xobiotdviag eEoupetikd  €OKOAN TNV

EYKOTACTOON KOl Tn pOOMON OE EMYEPNOEDY OTOLOVONTOTE
peyébovc. Emmiéov H epapuoyq ¢ kpumtoypdenong eivai
AmOADTMG SLOPOVIG YL TOLG XPNOTES KOl OeV amoutel Kopio
evépyela ek puEpovg tovg. EmmAéov, dev vrdpyel emmAéov KOGTOG
yw to tuquoto IT, kabdg ko kopio avaykn ekroaidevong tmv

12
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MHXANOPTANQXIHY XPNOTOV.
POIETAMENOE 3 To ESET Endpoint }?ncryption sivqt TIGTOTOUNUEVO Kard’ FIPS
rsu’vauTn]gX Hamadnumpdnovios 140-2 pe KpumTOYpaPnon 256 bit AES. .H KPLTTTOYpapNoN
Email: computerisation@deyap.g vrootpileton oe Windows 10, 8, 8.1, 7, Vista, XP, kot Server
george.papadimitropoulos@deyap.gr 2003 _ SCI’VGI‘ 2016 Ko IOS
D. IPOAIATPA®EY YITHPEXIAX ATANTHEH
EAAXIXTOINIOHXHX NEQN AIIEIAQN (NAVOXD
ESET Dynamic Threat Defense
Yrnpeoia ent mAnpoun tov mapéyeton and v ESET. Xxondg g
etvar va TpocBéoel éva emimedo mPooTociog mov £xel oyedoTEL
EWIKA YO TNV EAOYLOTOTOINGN TV VE®V OTEADV  TOV
] 1. | xokhopopovv. Ta Vmomta apyeion vToPdAlovior avTONATO GTO
AHMOTIKH cloud g ESET. Xto cloud avoAvovtar amd tovg mponyrévovg

UNyovicos aviyvevong kakoBoviov Aoyispikov. O xpfotng Tov
mopelye to oelypa o AdPet o avogopd GVUTEPLPOPAS, 1 OToia
TPOCOEPEL O TEPIANYT TNG CLUTEPLPOPAG TOL TopATPNONKE
ENIXEIPHEIH o010 Jd&iypa.

Ta apyeio pmopodv va vrofAnBodv un avtdpoTa 1| CLTORTO pE
Baon ™ oapdpemon moltikhg. H pun avtdparn vrofoin apyeiov
ektedeitar amd v kovoora Oadiktvov ESMC 1 amd tovug
YAPEYZHZ VTOAOYIOTEG TEAATEG e EvepYO Tpoidy acpdreiog ESET kot tnv
vinpecioc ESET Dynamic Threat Defense.

E. IPOATIATPA®EYX EOAPMOI'HX ITPOXTAXIAX ATANTHEH

AINOXETEYZHZ .

I'TA ENDPOINTS KAI FILE SERVERS (NAVOXD
ESET Secure Business

[TAnpng ovvdvaotiky Avon mpootociog Yo endpoints kot file

servers. Ot amelléc mov petadidovior HEGH MAEKTPOVIKOD

Tayvopopeiov pmlokdpovion oto enimedo tov server. IIpoceépet

T TOPAKATO:

[Ipoctacia evavtio 6 GTOYEVUEVES ATEILEG

[Ipoctacio and to ransomware

[TpdAnym emBécewv mov dev ¥pNGYLOTOL0VV apyeio

[Ipootacio email gateway

Amopakpouopévn dloyeipion

Ot Moegg mpootaciog endpoint g ESET  a&lomowodv

moAvETimEdEC TEYVOAOYiEC o€ o duvaplky tooppomio. Ot on-

premise kot off-premise AOcelg pog €£l60ppomodv GUVEXDS TV

amdOOGN, TNV OVIYVELOT UE EAGYIOTO GOAALOTAL.

263 33 Mimpa [Mopéyer mponyuévn mpootacio c€ OAOLG TOVG  OIKTLOKOVG

amoONKELTIKOVG YDPOLS, YEVIKOVS OLOKOMIOTES KOl OLOKOUIOTES

noAlomAwv ypnoemv. EEacpoiiler ™ otabepn Asttovpyla TtV

servers yopic cvykpovoels. EAaylotonolel Tig EnavekKivioELg Kot

™mv  euedvion moapabopwv cvvtypnong eSaceaiiloviag TNV

Fax:2610.325.780 ATPOCKOTTY AEITOVPYIN TG EMLYEIPNOTG.

To ESET Mail Security @iAtpdpet OAo To avemBounto kKot To

14 KAKOBOVAOQ TPOYPAULOTO TPOTOV PTAGOLY GTO YPOUULATOKIPOTIO

TV ypnot®v. Boocwopévo oty oamodedstypévn  teyvoAoyia

NATPAZ

11

Akt Aupaiwv 48 1.2
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MEAETH
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a E Y A n AOTTEMIKOY AX®AAEIAYX AEAOMENQN
TMHMA - Y ; -
MHXANOPLCANQZHE] NOD32, to ESET Mail Security givat po mpmTn Ypoppn Guovag
) OV GUUTANPADOVEL TV AGOAAELD TOV OTKTVOV GOC.
Fetprioe Homadniraponotoc ['a v npoctacio omd KakOBOVAO AOYICHIKO GTO TEPUOATIKE KO
T 2610.366.120 1.5 | toug e&umnpetntég tov épyov Bo mpoopepbovv adsieg ESET

Email: computerisation@deyap.g
george.papadimitropoulos@deyap.g

=

Endpoint antivirus

Yroot)pi&n ywo 11§ €€1G TAATEOPUEG AELITOVPYIKADOV GUGTNUATOV:
- Microsoft Windows XP, Vista, 7, 8, 10

- Microsoft  Windows  Server  2003(R2), 2008(R2),
1.6 | 2012(R2),2016,2019

- Linux pe kernel 2.6.x kot vedtepa

- Mac OS X
_ - Android 4 1 veodtepo
2 E&e1dikevon TV amort)|GEQV TPOGTAUGIOG
AHMOTIKH 21 Avvatdémra  oaviyvevong kot Kabopiopod Olwv TtV  TOHROV
' amEAMV: viruses, trojans, dialers, spyware, jokes, hoaxes
29 Avvatomta , OVTOMOTNG  OViXVELOTG , & ’ kaBoplopod  TOV
ENIXEIPHEH npoavq(papeavrmv angtko’ov OE MPAYUATIKG XPOVO :
23 Avvototnto  emloyng avigvevong Mmalware oe  SikTvoakég
tonobeoiec, on-demand ko o€ TpayHaTIKO ¥pOVO
24 Noa mapéyeron cloud reputation database yio apecodtepn mpoctacia

YAPEYZIHE amd VEEC OMEIAES

25 Yrmoompién  teyvoroyiwv  Advanced  heuristics/DNA/Smart
' Signatures yto SuvatdTNTO AVIXVELONG YVOGTOV LDV

2.6 | Avvartotnto yia host intrusion prevention system

AINOXETEYZHZ , - , )
2.7 | H avavémon tov signature files va givat incremental

Avvatotra Rollback twv Signature Files og mponyovuevn ékdoon
2.8 | 0L pE TOVTOXPOVN TAVGCT TOV EVNUEPMDOEMV, EMAEYOVTIOS TO
NATPAZ KEVIPIKA 1 amevbeiog amod to client

AvvatdTTo KATERAGHOTOC EVILEPMDGEMV e VEOTEPEG engines Tov
- 2.9 | Bplokovtal o SOKIHOOTIKO OTAO0, EMAEYOVTOS TO KEVIPIKA M
anevbsiag and 1o client

Avvototnto va pmopet vo yiver éva client update server yia ta
2.10 | vmérowma clients tov dikTvOL YWPIG TV EYKATAGTAON TUNUATOG
NG KovoOAaG olayeiptone 1 GAAov eEmteptcov software

211 Avvatomnto yuo SSL/TLS filtering ota mpotoxoiro HTTPS,
7 ' IMAPS, POP3S

Avvatomto priokapicpotog OAwv Tov ceAidwv tov Internet og
Akt Aupoiwv 48 éva client

Avvototnto eEaymyne tov pubuicenv evog client oe apyeio kot

% 3 Niwa glooymyng tov puuicemv og dAlo client and 1o 1610 apyeio.

Na vrdpyel eVoOOUATOUEV €QOPUOYT] TOL VO KOTAYPAPEL TNV
KOTAGTOOT TOL GLGTNUATOG (EPAPUOYES, processes, services K.o) —
TnA.:2610.366.100 KOTOTLY EVTOANG TOMIKA 1 OO TV KOVGOAN - GE M0l YPOVIKN
otiyun (snapshot) kot vo omobnkevel to omoteAéopota Yo
GUYKPION TOVG HE TNV  KOTAGTAOT TOL GULGTNUOTOS OO
JLOPOPETIKN YPOVIKN GTLYUN.

Fax:2610.325.780

[Tapoyn Bootable Media mov va mepiéyel 1o antivirus dcte va
Email: info@deyap.gr dtver ™ duvatdtnTo Y kaBopiopd TOL GLGTAUOTOS Y®PIS Vo
YPpEBLETOL VO EEKIVIIOEL TO AEITOVPYIKO GVGTNLLOL
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MEAETH
IIPOMHGOEIA
a E Y A n AOTTEMIKOY AX®AAEIAYX AEAOMENQN
TMHMA > - > >
MHXANOPT'ANQ:Hy 3 ATOITIGEIS OTOPAKPUGHEVIIG KO KEVIPIKTG Sraygipiong
POIETAMENOS Kevtpikn dwyeipion 6Awv tov clients tov teppatikdv kot servers
: 8W;f&?;g‘;@g@gﬁggg““% YnoompiEn moAamA®V opddmv Kot VIo-opddmv pe dvvatdtnro
Email: computerisation@deyap.g EQOPUOYNG SLOPOPETIKMV TTOMTIKAOV Y10, KAOE TEPIMTOON

george.papadimitropoulos@deyap gt .
ASlTODle(I TPOCWPIVNE ATTEVEPYOTTOINONS TCO)\.l’L'lKI]C_, ovao Cllent

Avvatomto  yuoo  opdoeg  dwyeipiong pe  Paon  1O010TNTES
VTOAOYIOT®V, T.Y. OLTOUATN OUAOOTOINGT VTOAOYIGTMOV e
Windows 10

Eykotdotaon & aneykatdotoon TG TpocTaciog HEC® KEVTIPIKNG
kovoorag (Remote deployment)

Noa vrapyet n ovvatomto €Eaymyne eviaiov mToKETOL UE TO
TPOYPOLLO TPOCTAGIOG, GVVOEST) dlayeiplong, TOMTIKEG Kot TNV
AHMOTIKH adgn. evepyomoinong

No mopéyeton Eexwplotd epyodeio aviyvevong TEPUOTIKOV Kot
push eykatdotaonc Tov TapaTdve eViaiov TaKETOV

Emwowavio tov client povo pe IP, dniadn vo doviéyel oe
ENIXEIPHEIH MEPUTMOGELS OOV JEV VIAPYOLYV LINPESies ovopatodosiog (DNS
servers)

Na pmopel va yivel owtOpoTn OVIXVELON TOV TEPUATIKOV TOV
Bpiokovtol 610 TOMKO SIKTLO, AKOUO KL OV OVTA OEV GVIIKOVV GE

YAPEYZIHZ Active Directory

No pmopet va yivel elcaywyn MoToC TOV TEPUATIKMOY TOL SIKTOOL
ue ) xpnon CSV apyeiov

ATIOXETEYZHS H emcowvovia tov servers kot tov clients va dtacporileton péow
certificate

Noa umopei va yiver evepyomoinon o€ 0ikTvo Ywpic cHvoeon 61O
internet (offline activation)

NATPAZ Na yivetar evnuépwon and 1o Internet and kevipikd onueio, and
10 omoio otV ocvvéyela Bo evnuepmbovv 6hot ot clients tov
- JKTVLOV

Ta antivirus va pmopodv va AdPovv signature files pésow HTTP
proxy cache, pe oTOUATN TOPAKOLUYT) TOV O TEPIMTOCT TOV OEV
etvan droB€c110G 0 proxy server

Noa mepthapfPdvetal €Aeyyog Kot €100T0iNcn Yo TO OV VITAPYOLV
EVNUEPMOOELS YL TO AEITOVPYIKO OLOTNHO, KOOMG Kol M
dvvatdotnto.  va  000el  €VIOA  evNUEPMOONG  AELTOLPYIKOV
GLGTNUOTOG

Aty Aupoivov - 48 [MopakoiovOnon Ohov tev clients kol mopaymyn reports Kot
oTaTIOTIKOV o€ TOAAEG popeés (ITpoypappaticpéva emails, PDF,
PS, CSV, Charts)

263 33  Ndrpa

Avvatotro eviaiog Koapovtivag apyeimv mov aviyveddnkov yo
O6A0 TO dikTvO, pe Svvatdmreg mpoPoing clients avd oamelhn,
TnA.:2610.366.100 gaaymyf] Ko gga{pgcn

O server odlayeipiong vo pmopel v yivel €yKatdotoon HE TIg
mopaKaTo peBodoug.

o) Avtopatomomuéva pe ™ popon Wizard

B) Xewpokivnta, ekTEA®VTOC OVEEAPTNTO TO TUUOTO  TNG
Email: info@deyap.gr S’YK(XTdGT(IGT]Q

v) Q¢ mpoeykateotnuévo Virtual Appliance pe Linux OS

Fax:2610.325.780
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MEAETH

ITPOMHG®EIA

a EY A n AOT'IEMIKOY AX®AAEIAX AEAOMENQN

TMHMA - - - - -
MHXANOPIANQEZHE H eykatdotaon g Pdong dedopévov g kovedrag Bo mpémet
) amopoitnto vo yivetor o€ €vo LTOAOYIOTH] OMOLONTOTE GTO
Mﬁfgﬁggﬁiﬂfaumg €0MTEPIKO OIKTVO NG eTOpiag Kot Oyl o e€MTEPIKO OIKTLO TL.Y.
TnA.: 2610.366.120 Cloud'

Email: computerisation@deyap.g
george.papadimitropoulos@deyap,

«Q
=

Noa mopéyetor epyoreio eAEyyov KOTACTAONS QOEWOV Kot op1Opon
EVEPYOTMOMGEMY, OKOUO KL OV OVTEG £Yovv Yivel €kTOG NG
KEVIPIKNG Kovoorag (Stand alone gykatactdoeig)

No mopéyetar m dvvatotnro dwayeiptong Android kot 10S
OLGKEVMV HEC® TNG 1d10g kovaorag (MDM)

No mapéyetoar n dvvorotnto agentless mpootaciog unyovnuaTomv
oe mepPdirov VMWare yopig eykatdotaon Aoylouikod antivirus
- 07O AEITOLPYIKO GUGTILO TOL EIKOVIKOV UNYOVILOTOG

H &icodog oty Koveora dwyeipiong va pmopel va kKAeWmOel pe
AHMOTIKH miotonoinom durhov mapdyovta (2-factor authentication)
Avvatotra eaymyng tov logs kot events oe e£mTepikd cvoTNUA
Syslog/SIEM pe v vrootpién tov IBM QRadar

To pevod g kovodAag Sayeipliong kol Tov antivirus yio ta
ENIXEIPHZH workstations va dwatifston Ko otnv EAAnvikn yAddooo

EIAIKOI OPOI AnANTHH

(NAI/OXI)

1. H mpounbedrpia o mpémel va mpookopicer PBefaimon — vrehOvovn
oMAwon tov dpbpov 8 tov v.1599/1986 611 drabétel exmadeLILEVOVG
TEXVIKOVG.

YAPEYZHZ

2. H mpounBevtpra Ba mpémet va vroPdrel Taipikn mopovcioon 6mov Ha

ANOXETEYZHE TEPLYPAPETAL O TPOTOS OPYAVOCNG Kol AELTOVPYING TNG.

3. H mpoundedtpro Oa mpémetl va dobéTel TIC TAPAKATO TIGTOTOMGELG
ISO:
NATPAZ a. 1SO 9001:2015
b. 1SO 14001:2015
c. 1SO 27001:2013
d. 1SO 22301:2012
4. H mpounBevtpla Bo mpémel va mapExel VINPESIES TVUUOPPOONG LE
TOV KOvoviopd mpoctaciog mpocomikev dedopéveov (GDPR) kot va
npookopicel TovAdyotov Oéka  (10) PePardoelg M cvpPdoelg
avtiotorywv £pynv oe Opyoaviopovg Kot TovAdylotov ovo (2) va
apopovv AEYA.
5. H mpounbevtpra O mpémer va moapéyel vanpecieg eykatdotaong 1SO
27001 ywo tovAdyiotov 0éka (10) £t Ko vo TPOGKOUIGEL TOLANYIGTOV
1pelg (3) BePardoelg avtiotorywv Epywv.

Akt Aupaiwv 48

263 33  Ndrpa

6. H mpounbevtpia Ba mpémel va mapéyel vanpecieg eykardotaong 1ISO
TnA.:2610.366.100 27701 kot va mpookopicet tovAdyiotov pia (1) Befaiwon vAomoinonc.

7. Tlpookouion YmehOBvvng ONA®MONG TOV GLUUETEXOVTO POPEN OTL OEV
Fax:2610.325.780 eunintel ot mepurtwoelg tov apbpov 73 mop.l wor 2 TOL
N.4412/2016 xou 611 o¢ mepimtoon mov oavaoderydel avdadoyog
KOl 7PV TV voypa@i] TS cvpfaonc 0o tpookopioer:

0) 0TOCTAGLA TTOLVIKOV PN TPAOOV,

Email: info@deyap.gr
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MEAETH
ITPOMHGOEIA
AEYATN AOTIEMIKOY AL®AAEIAY AEAOMENQN
TMHMA - - -
MHXANOPIANQZHY P) moTOTOMTIKO POPOLOYIKIG EVIUEPOTNTUG KL
POIETAMENOS Y) TGTOTOMTIKO GCQPUMOTIKNG EVI|NEPOTNTAS

Fedpyioc Marasnunzpomovios TP OO X H 2

TnA.: 2610.366.120
Email: comput_erisation@deyap.g
george.papadimitropoulos@deyapigr 3> TPOGPOopa aPopa 1o G6OVOAD TOV Q]TODLLSV(DV 0OV,

» Mali pe v  teyvikn  mpocpopd va  katotebsi  @UAAO
CUUUOPPMOONG TPOG OAEC TIS TOPOYPAPOVS TMOV  TEYVIK®OV
TPOJYPUPOV HE 1Ot GEPA Kol opifunon Kot HE OVTIOTOLYES

TOPOTOUTEG OTA prospectus Tov omoimv 1 katdafeon givar

7 VIOYPEMTIKY. Av TO €idoc ekTpémeronr TOTE TMPEMEL VL
AHMOTIKH TEPLYPAPOVTOL OVOAVTIKO 1 EKTPOTN 1N 1N OCLUEOVIOL Yo Vo
oYNUOTICETOL LE GAPNVELD 1] YVOUT Y10 TNV TEPALTEP® EKTIUNOT).
H un xatdBeon tov @UALOL GUUUOPP®ONG GLVETAYETOL TOV
ENIXEIPHER AmOKAEIGUO TOL dtayoviLopevov. OAeg ot TEXVIKEG TPOIAYPUPES
elval amotntég Ko €l TOWVNG AMOKAEIGLOV.
YAPEYZIHZ
AINOXETEYZHZ
NATPAZ

Akt Aupaiwv 48

263 33  Ndrpa

TnA.:2610.366.100

Fax:2610.325.780

Email: info@deyap.gr
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AEYATIN

TMHMA
MHXANOPI'ANQXHX

MPOIZTAMENOX
Tedpyrog Moamadnuntpdmovrog
Tn\.: 2610.366.120
Email: computerisation@deyap.gr
george.papadimitropoulos@deyap.gr

HPOYIIOAOI'TEMOX ITPOXDPOPAY

MEAETH

IIPOMH®EIA
AOT'IEMIKOY AX®AAEIAY AEAOMENQN

TIMH ANA YYNO AIKH TEAIKH TIMH
MNEPITPA®H TEMAXIA TEMAXIO TIMH ®.I1.A. ME ®.ILA.
A YIIOXTHPIZH EGAPM OT'QN — 1 — i —
ESET Antivirus & Safetica DLP
E®APMOI'H AITOTPOIIHX
B |AIIQAEIAY AEAOMENQN — 160 - £ - - £
7 Safetica DLP
E®PAPMOI'H
AHMOTIKH c|KPYNTOrPA®HEHS 5 e ] e
ESET Endpoint Encryption Pro
Edition
YITHPEXIA EAAXIZETOIIOHXZHXE
EMIXEIPHEH | 15 [NEQN ATTEIAQN 160 . € ; . €
ESET Dynamic Threat Defense
EOAPMOTI'H ITPOXTAZIAX TTA
YAPEYEZHEZ E|ENDPOINTS K/?I FILE SERVERS 160 - £ - - £
ESET Secure Business
- £ - - £
AINOXETEYZHZ
NMATPAZ
Akt Aupaiwv 48
263 33  Ndrpa
TnA.:2610.366.100
Fax:2610.325.780
Email: info@deyap.gr
( |
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AEYAT

TMHMA

MHXANOPI'ANQXHX

MPOIZTAMENOX

Tedpyrog Moamadnuntpdmovrog

Tn\.: 2610.366.120

IHINAKAX TIMQN OAOI'PA®QXY

MEAETH

IIPOMH®EIA

AOT'IEMIKOY AX®AAEIAY AEAOMENQN

Email: computerisation@deyap.gr

george.papadimitropoulos@dey|

AHMOTIKH

ENIXEIPHZH

YAPEYZHZ

ATNOXETEYZHZ

NATPAZ

Akt Aupaiwv 48

263 33  Ndrpa

TnA.:2610.366.100

Fax:2610.325.780

Email: info@deyap.gr

Bp.gr

HEPII'PA®H

TEMAXIA

TIMH
ANA
TEMAXIO

XYNOAIKH
TIMH

O.I1.A.

TEAIKH TIMH ME
O.I1A.

YIIOXTHPIZH EGAPMOI' QN
— ESET Antivirus & Safetica
DLP

EOAPMOTI'H AITIOTPOITHX
ATIQAEIAY AEAOMENQN —
Safetica DLP

160

EOAPMOTI'H
KPYIITOI'PA®HEIHX

ESET Endpoint Encryption Pro
Edition

YIIHPEZIA
EAAXIZTOIIOHZHE NEQN
ATIEIAQN

ESET Dynamic Threat Defense

160

EOAPMOTI'H I[TPOXTAXIAX
I'TA ENDPOINTS KAI FILE
SERVERS

ESET Secure Business

160

XYNOAA

——
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